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ASSET TRACKING USING WIRELESS LAN INFRASTRUCTURE 

DESCRIPTION 

BACKGROUND OF THE INVENTION 

Field of the Invention 

The present invention generally relates to 
the tracking of movement of people and objects 
using wireless communication links and, more 
particularly, to combined tracking of and 
communication with people and objects using a 
widely available and well-developed communications 
medium. 

Description of the Prior Art 

Radio Frequency Identification (RFID) systems 
have been known for a number of years, 
particularly in the field of theft deterrence. 
Many retail establishments now mark goods with a 
removable tag or include a permanent device in or 
on the goods which can be deactivated by a 
magnetic field or other arrangement. Tags which 
have not been deactivated or removed are then 
detected at some point of egress from the store by 
radio frequency interrogators positioned to detect 
active tags brought into proximity therewith. 

RFID systems are not at all limited to theft 
deterrence and may be used for a wide variety of 
applications ranging from, for example, inventory 
control to secure location access control to 
global supply chain problems. Any object, animal 
or person with which a detectable tag can be 
physically associated can be tracked and its 
location reported to any desired level of accuracy 
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or resolution with a suitably designed RFID 
system. Depending on the application, the tags 
may be active or passive (e.g. powered or 
unpowered) and may or may not have the capability 
5 of being separately identifiable, either uniquely 

or in groups /categories, or other capabilities. 
Radio interrogators may also be of widely varying 
configurations, depending on the intended 
application . 

10 Unfortunately, current RFID systems are 

generally custom designed for particular 
application and/or rely on proprietary, dedicated 
2 hardware. Therefore, such systems can be expanded 

ffj or modified only with substantial difficulty and 

s?i 15 cannot be adapted for any other data intensive 

III application. Further, in general, RFID products 

:Jf from different vendors are not interoperable and, 

moreover, may interfere with or have their 
jj*'" performance degraded by other radio frequency 

5y 2 0 applications, including other RFID systems, used 

O in the same environment. The geographic scope of 

!S the RFID system is generally fixed with the system 

design and, in general, the detectable range of 
tags from radio interrogators is very limited, 
25 often to a few feet or meters. 

Local area and wide area networks are known 
for providing communications between data 
processing devices such as personal computers to 
allow them, for example, to access a common data 
3 0 base. Such networks may be hard-wired or wireless 

or a combination thereof. Wireless portions of a 
local or wide area network communicate with 
individual terminals through radio frequency 
transmitters and receivers which are spatially 
3 5 separated and generally referred to as access 

points. The network has the capability of 
tracking the particular terminals with which 
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communications can be conducted from a given 
access point at any given time. 

It should be recognized that RFID systems can 
interfere with wireless portions of local and wide 
area networks and other radio frequency systems 
and vise-versa. That is, for example, a RFID 
system may preclude use of a wireless portion of a 
LAN or WAN (hereinafter collectively referred to 
as networks) in certain locations of a facility. 
Further, the detectable tag of an RFID system may 
compromise other devices or arrangements that rely 
on radio frequency communications, particularly 
compromising reliable communications between 
terminals and access points of a network. 

It should alsoXbe recognized that while RFID 
systems and wirelesa portions of networks are 
similar enough in some ways to interfere with each 
other, the proprietary nature of the former and 
the intended function W the latter does not 
permit combined functions to be realized. For 
example, while a wireless portion of a network may 
have a rudimentary capability to track and/ or 
switch the access point nor communication with a 
particular terminal, it cknnot generally report 
the location of the assets\ that such terminals or 
particular operators, particular terminals may 
represent, much less track assets represented by 
equipment connected to a given terminal which may 
communicate with a central setver or other 
terminals through a wireless nortion of a network. 
Conversely, RFID systems cannoit provide data 
communications using standard wireless data 
networking protocols, such as IEEE 8 02.11. 



Special purpose transmitter /receiver 
known as interrogators, are equipped 
sense the proximity of identifiable 
engage in limited read/write data 



devices , 
to merely 
tags or to 
affic with the 
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tags using protocols that preclude the inclusion 
of other network-aware devices participating in 
the communication. 
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SUMMARY OF THE INVENTION 

It is therefore an object of the present 
invention to provide a RFID system for asset 
tracking which is extendable and utilizes a 
standardized, non-proprietary communication 
protocol ♦ 

It is another object of the invention to 
provide asset tracking and reporting capabilities 
automatically over a generalized and extensible 
infrastructure . 

It is a further object of the invention to 
provide combined asset tracking and reporting in a 
particularly enhanced form together and in 
combination with a capability for arbitrary and 
generalized data communications between tracked 
assets . 

In order to accomplish these and other 
objects of the invention, a transponder is 
provided including an arrangement for associating 
said transponder with a device, a communication 
facility for associating the transponder with 
access points of a standard wireless data 
network, including receiving an interrogation 
signal, and transmitting a signal that can be 
interpreted by an access point of the standard 
wireless data network as identification 
information . 

In accordance with another aspect of the 
invention, an asset tracking system is provided 
including a computer network supporting a 
plurality of wireless links from respective 
wireless access points, a transponder including an 
arrangement for transmitting identification 
information to the network, and an arrangement for 
accessing and reporting internal network access 
point information in association with 
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BRIEF DESCRIPTION OF THE DRAWINGS 



The foregoing and other objects, aspects and 
advantages will be better understood from the 
following detailed description of a preferred 
embodiment of the invention with reference to the 
drawings, in which: 

Figure 1 is a high-level schematic diagram of 
the architecture of a system in accordance with 
the invention , 

Figure 2 is a schematic block diagram of the 
data processing architecture of a preferred, 
exemplary form of the invention, and 

Figures 3 , 4 and 5 are schematic diagrams of 
exemplary types of devices of differing 
functionality which may be tracked in accordance 
with the invention. 
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DETAILED DESCRIPTION OF A PREFERRED 



EMBODIMENT OF THE INVENTION 



Referring now to the drawings, and more 
particularly to Figure 1, there is shown a high- 
level schematic diagram of the physical 
architecture of an exemplary system 10 in 
accordance with the invention. Central to this 
system architecture is a wired network of 
arbitrary extent, the details of which are 
unimportant to the practice of the invention. 
Associated with the wired network 2 0 is a 
server /controller 3 0 which is suitably programmed 
to provide polling or querying of wireless network 
access points with a simple network management 
protocol (SNMP) , wireless network management 
protocol (WNMP) or the like as well as database 
management and client communications applications. 

These queries may serve the simple purpose of 
determining which devices are associated with 
which access points, which can then be mapped to 
physical locations based on proximity. It is 
preferred that the system feed data from the 
queries to an algorithm that will provide higher 
resolution positioning or proximity to access 
points. Many techniques can be used for this 
purpose, including triangulation, quadratic 
optimization, or neural networks. The use of 
algorithms such as quadratic optimization or a 
neural network require that the system have access 
to data collected from a site survey where the 
radio frequency (RF) characteristics of the 
physical environment are measured and recorded. 
This site survey data is then matched with data 
from real-time queries of devices on the network 
by the above-mentioned algorithms to narrow down 
the location of the device to a physical location 
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within the environment. Conducting site surveys 
is a standard step in the installation of a 
wireless data network and will be familiar to 
those skilled in the art. 

Wireless access points 4 0 are also well-known 
for allowing communications with processors (e.g. 
60) which are not hard wired to the network. Each 
wireless access point 4 0 includes a transmitter 
and receiver preferably capable of communicating 
over a plurality of channels (e.g. using different 
frequencies, different code packet addresses or 
the like) simultaneously. Each communication to 
or from a processor includes identification of the 
processor and, when a communication is received 
from a processor 60 and communicated to server 3 0 , 
the access point is identified, as well, so that 
server 3 0 can continue to communicate 
bidirectionally with processor 60 through a 
particular access point until a communication is 
received through a different access point. 

It should be appreciated that the functions 
of polling or querying of access points and 
processors communicating therethrough and tracking 
the access point used for communication with each 
processor 60 is a known and necessary management 
function of a network including wireless network 
links. The invention leverages this function by 
providing communication to and from additional 
devices 50, 70 (e.g. tags, smart cards, portable 
telephones and the like) with varying 
functionalities and providing a query interface 
and suitable reporting software to present 
management data and other data which may be 
collected in association with management data to a 
user, schematically depicted as client 80, or any 
other terminal associated with the system over 
hard wired or wireless links. 
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That is, referring to Figure 2, known 
networks having wireless communications capability 
will include the structure and resources indicated 
by dashed line 10 1 . The server 30 will include, 
as existing infrastructure, a network 
communications interface which can direct 
communications to and receive communications from 
a plurality of wireless access points 40 and 
includes storage 100 to maintain association of a 
particular processor with a particular wireless 
access point 40 and communication channel 
supported thereby. Such systems are generally 
expandable, at will, and generally interoperable 
and are thus referred to as "open" whereas RFID 
systems generally do not interoperate wirelessly 
with other RFID systems or wireless data network- 
aware devices and are thus referred to as 
"closed" . 

The invention leverages the existing 
infrastructure of wireless networks by preferably 
providing storage of information concerning 
generalized assets which are made visible to the 
network by physical association with a transceiver 
which is capable of at least rudimentary 
communications, such as returning a short sequence 
of code (or a frequency which can be converted to 
a code at an access point) such as a serial number 
or other identification when polled by the network 
over a wi reless link. Storage of such information 
in, for example, look-up table 110, is not 
necessary to the practice of the invention but is 
much preferred to simplify and shorten 
communications and to reduce complexity of the 
transceiver . 

For example, the serial number of an 
automobile can convey a substantial amount of 
information about its original equipment in a 
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relatively few digits which can be rapidly 
transmitted and processed. It is preferred that 
the identifying code transmitted by (or in 
response to) an asset be or include the machine 
address of its wireless networking hardware (160 
and 180 in Figures 3-5. Look-up table 110 can 
also provide decoding of other information which 
can be coded in very few bytes into plain text, as 
will be further discussed below. 

In current wireless networks, data 
associating access pointsw with particular devices 
is generally stored only on the access points 
themselves. In accordance with the present 
invention, network Vqueries to the access points 
are used to create a general data store 100 of 
access point/wireleas device associations and 
metrics, such as the\ strength of radio signals 
between access pointa and the devices. The 
invention operates omthis data by making it 
accessible to a clienta terminal 80 through a 
client interface 80*. \This data is formatted and 
organized for display, Vpreferably in accordance 
with specific client queries, by a geographic 
information system (GIS)\ resident on or 
downloadable from the server to the client 
terminal. Such systems aVe generally known for 
geolocation and map-following applications and can 
be readily adapted for any\particular environment 
such as a building, a plurality of business sites, 
a map of a region and the ike. 

As perfecting features of the invention, 
storage 13 0, 140 can be provided for other types 
of information such as communicated messages from 
a user of a processor 60 or condition data such as 
an on-hook or off -hook condition of a portable 
telephone 70 or contents of a smart card 50. 
These storage arrangements may be considered as 
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extensions of look-up table 110 and may be 
provided most readily by configuration of the 
server. It should be appreciated that storage of 
communications from a network connected processor 
will generally exist in a network server but is 
separately depicted at 13 0 since communicated data 
may be somewhat more generalized in the context of 
the invention . 

In view of the foregoing, it should be 
appreciated that virtually all hardware depicted 
in Figure 2 is provided by the infrastructure of a 
network including wireless links. Thus, by 
providing GIS software to access and report access 
point information enhanced by additional asset 
information and, preferably, by fine grained 
location arrangements and providing visibility of 
additional types of assets to the wireless links 
of the network, numerous additional and valuable 
functions are provided at minimal cost while 
overcoming the closed nature of known RFID 
systems. The additional functionalities provided 
by the present invention will become evident from 
the following discussion of the arrangements by 
which additional assets are made visible to the 
network. Other functionalities and applications 
of the invention will become evident to those 
skilled in the art from the following discussion, 
as well. 

Figure 3 represents the simplest form of an 
arrangement which can be made visible to the 
network and is preferably embodied as a tag which 
may be physically associated with a generalized 
asset. Essentially such a tag, which may be 
attached to an article/asset of interest in any 
manner, such as with adhesive in the manner of a 
label, comprises an antenna 150 and some circuit 
elements 160 which will provide a response using 



FS-00504 ( 0289003 3AA) 



# 



13 



standard wireless networking protocols when an 
interrogation signal is received from the network. 
The tag can be either active (e.g. including its 
own power supply) or passive (e.g. using a 
resonant circuit to re-radiate received energy at 
a different frequency) which can be detected by 
the network. 

Because of the processing power required by 
the tag to respond with appropriate communication 
protocols, current implementations providing such 
a response must be active. Conversion of more 
rudimentary responses can be converted to code in 
accordance with network protocols by a suitable 
converter at the access points. Different re- 
radiation frequencies can be used to distinguish 
different types of tags to identify different 
assets and corresponding codes generated. 
However, such a converter would represent a 
hardware modification of the network (but allow 
somewhat less expensive transponders) whereas no 
hardware modifications of the network are 
necessary and the invention can be entirely 
implemented in software if active transducers are 
provided. y 

This type of tag -provides a function 
identical to known RFId\ systems such as inventory 
control and access authorization through an open 
and expandable wireless network. However, 
different types of articles may be distinguished 
by the return signals and a description thereof 
and/or other pertinent information retrieved from 
look-up table 100. Additional functionality can 
be achieved through the GIS arrangement for 
reporting location and may be\enhanced by fine- 
grained location detection arrangements as may be 
desired. \ 

A more flexible arrangement with additional 
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functionality can be achieved through a tag in 
accordance with Figure 4. In this case, the tag 
is substantially in the form of a "smart card" 
familiar to those skilled in the art. 
Essentially, such a tag includes a control section 
170 and a memory 175. The contents of the memory 
can be changed at will by various known 
mechanisms. This function can then be used to 
provide an identification of the article/asset to 
which the tag is attached or otherwise physically 
associated. However, for purposes of the 
invention, it may be preferable to have a section 
of memory which is arranged to be read-only or 
otherwise protected from change for containing the 
article/asset identification and the alterable 
remainder of the memory used for article condition 
information, such as maintenance records. 

When an interrogation signal is received from 
the network, the control section causes a read out 
of the memory contents to a modulator 18 0 which 
then transmits preferably coded signals to the 
network. Asset identification and other pertinent 
information including plain text translation of 
changeable (e.g. condition) information retrieved 
from look-up table 100 and/or condition data 
memory 130. Condition data is preferably stored 
and may be reflected in the display provided at 
the client terminal. Such data will, of course be 
updated at the next interrogation and response if 
the data in memory 175 has been changed. 

The type of "smart card" tag illustrated in 
Figure 4 provides a generalized structure that can 
provide a particularly fine-grained identification 
of many different assets such as individual 
personnel or equipment identification over large 
numbers of large populations of assets. This 
functionality is particularly useful for inventory 
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control and so-called "just- in-time" supply 
strategies, manufacturing process monitoring, and 
personnel location such as, in a health care 
operation environment, the monitoring of location 
of particular doctors and nurses and patients, as 
well. Patient condition and other information 
such as records of administration of medication 
can also be monitored with the arrangement of 
Figure 4. Further, the location of equipment and 
files or other records can be tracked and actions 
taken thereon (such as maintenance or usage) 
reported globally or in the context of particular 
queries. \ 

Additional functionality and potential 
applications are available from the arrangement 
illustrated in Figure 5. This arrangement is 
similar to that of Figure 4 but additionally 
includes condition s ensing and/ or remote dev ice 
control from the network . ^ It is contemplated that 
this type of arrangement should be integrated with 
the associated device, \ such as portable telephone 
70 configured to operate over a wireless network, 
using, for example, the\ voice-over-IP protocol. 
Thus usage or any other \detectable condition can 
be monitored directly ana in substantially real- 
time. Transmission from \modul at or 18 0 can be 
initiated by interrogation signals from the 
network and/ or upon change in any monitored 
condition. In the context\of telephony, the 
bidirectional voice messaga can be recorded on the 
network or additional functions provided such as 
recording a message on the njetwork for later 
transmission such as upon the occurrence of a busy 
signal or when it is desired tt:o transmit a message 
at a particular time. The functionality of the 
arrangement of Figure 5 is also particularly 
useful in the context of a medical treatment 
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environment sinceXlocation reporting can be 
limited to assets wiich are not currently in use. 

Control from the network is schematically 
depicted by dashed arrows 190. This control may 
take the form of remote control of machinery and 
may include automatic control based on location as 
widely divergent vehicle speed control in 
particular geographical regions and context 
sensitive computing where the processor behavior 
is changed in dependence on the environment. 
Similarly, the environment may include other 
assets visible to the network, allowing, for 
example, processor response to be automatically 
altered for different individual users who are 
also visible to the system. 

It should be appreciated that the asset 
tracking system in accordance with the invention 
provides total asset visibility to support 
automation of logistics in military and commercial 
supply chains. Mobile vehicles such as 
automobiles, trucks, railroad rolling stock, boats 
and airplanes can also be tracked and a range of 
services based on usage, such as automated 
fueling, automatically scheduled and/or provided. 
Other moveable items such as postal bins and their 
contents can be tracked and managed in much the 
same fashion. Portable computers and other data 
capture devices can be tracked and data downloaded 
automatically while usage and users can be 
monitored. The system can also be applied to 
theft detection and prevention, access control or 
even electronic home arrest in a manner which can 
be readily expanded in scope and/or easily 
customized to any particular environment or change 
thereof . \ 

In view of the foregoing, it is seen that the 
use of active or passive tags which are visible to 
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a computer network Yhaving wireless links provides 
a substitute for RFID systems that overcomes the 
disadvantages of thA closed nature of such systems 
and provide two primary functions of generalo data 
networking and physical location sensing using the 
same infrastructure. VFurther, the system in 
accordance with the invention provides numerous 
additional and valuable^ functionalities well 
beyond those provided btf RFID systems. The 
invention may be easily implemented with well- 
understood and reliable hardware from a mature 
technology and at little cost if a network 
supporting wireless links\is already in place or 
otherwise needed for its uWal functions. 
Additionally, the use of a transmission control 
protocol/ internet protocol (TCP/IP) makes many 
data interactions readily available which are 
impossible or prohibitively difficult to implement 
in an RFID system. 

While the invention has been described in 
terms of a single preferred embodiment, those 
skilled in the art will recognize that the 
invention can be practiced with modification 
within the spirit and scope of the appended 
claims. 




